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CHAPTER 1

Ultimate GDPR Plugin

1.1 General Information

Thank you for purchasing Ultimate General Data Protection Regulation (Ultimate GDPR) Plugin! We’re very pleased
that you have chosen our plugin to extend your website. We’re doing our best not to disappoint you! Before you get
started, please check out these documentation pages.

1.2 Support

All of our items comes with free support. Free support is limited to questions regarding the plugin features or problems.
We provide premium support for code customisation or third-party plugins.

Note: Our support hours: 10:00 AM - 6:00 PM UTC +1 on Monday to Friday.

1.2.1 Free Support

For issues and concerns, you can reach us through these support methods:
¢ E-mail — support@createit.pl

* Help Desk — Click here to go to our support website. Just click on the Submit Ticket button and follow instruc-
tions to create a ticket.

¢ Forum — Comment/Post on the product you have issues/queries in ThemeForest or CodeCanyon websites.
Before You Post in a Forum

We urge you to follow the steps below, before you post a new topic on the forum, to speed up your
request. It’s in everyone’s interest and will benefit in making the entire forum more efficient:
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— Step 1 — Always check the Documentation and the Knowledgebase Section. Most questions are
already answered in those areas.

— Step 2 — If your question hasn’t been brought up on the forum, please post a new topic. Always
be as specific as possible. Creating a topic requires entering the live URL to your home page or
page that shows the issue in question. It also has bars for WP and FTP login info, which aren’t
required, however, providing us with your login information can save a lot of time for both of
us. Login credentials are securely stored and accessible only by our support staff.

— Step 3 — We usually answer questions in 24 hours on working days. However, if you don’t get
any answer within 72 hours bump up your question or send us an e-mail.

For all support methods, you will receive confirmations and replies on your queries through e-mail or by tracking your
ticket which you will also get through e-mail. To track your ticket, please click here.

Once we reply to your query, each ticket will be open for 7 days without a reply from you. On the 6th day without a
reply, an e-mail will be sent to notify you of the ticket’s inactivity. To make the ticket active again, you simply need to
reply or follow the steps in the e-mail. If you won’t make the ticket active within 7 days, on the 8th day the ticket will
automatically be closed.

1.2.2 Premium Support
We can create your website from scratch, redesign it or just extend the current ones. For more information, please take
a look at our website. Typical issues covered by Premium Support:

e Custom CSS

* Support for third party software and plug-ins

* WordPress Installation with Theme configuration

* Server configuration

* Site structure modifications

* Graphic adjustments, etc.

* WordPress general howto’s

1.3 Installation

In the plugin package you can find 3 main files:

e ct-ultimate-gdpr.css

e ct-ultimate-gdpr.js

* init.js
From version 1.5 of the plugin, the package contains also 14 different language versions of the
init.js files which can be used instead of the default version of the file.

¢ init_CZ.js

* init_DE.js

e init_ES.js

e init_FR.js

* init_HRjs
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e init_HU.js
e init_ITjs

e init_NL.js
e init_NO.js
e init_PL.js
e init PT;js
e init_RO.js
e init_RU.js
e init_SK.s

For installing your GDPR plugin:

Copy the ct-ultimate-gdpr.css file from Demo>assets>css of the package and paste it on the assets > css
folder of your site.

u‘ [V] Search css yed
~
nts # ™ Mame Date modified Type Size
* I 1| ct-ultimate-gdpr Cascading Style 5... 20 KB I
2| ct-ultimate-gdpr.min Cascading Style 5. 18KB
| jquery-ui.min Cascading Style 5., 17 KB

After that, Copy ct-utimate-gdpr.js and init.js file from Demo>assets>js of the package and paste it on
the assets > js folder of your site.

v| [¥] Search
s oA Mame Date modified Type Size
* ct-ultimate-gdpr 13/06/2018 1:10 PM  JavaScript File 403 KB I
ct-ultimate-gdpr.min 13/06/2018 1:10 PM  JavaScript File 136 KB
@ init 13/06/2018 1:10 PM  JavaScript File TKB I
jquery-ui 13/ 018 110 PM  JavaScript File 67 KB
El jquery-ui.min )18 110 PM JavaScript File 20KB

It should look like this:
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To activate plugin on the page, you must attach ct-ultimate-gdpr.css, ct-ultimate-gdpr.js and init.js files.
Other dependencies (style files too) files are attached by plugin.

Once you have copied the 3 files, open the HTML file of your site. (Open the HTML file with a compiler)
In the HTML file, add these lines at the first files just after <head> tag.

<secript type="text/Jjavascript" src="assets/js/ct-ultimate-gdpr.js"></script>
<secript type="text/javascript" src="assets/js/init.]Jjs"></script>
<link href="assets/css/jquery-ui.min.css">

It should look like this:

te-gdpr.js"></

nten eatelT”>

X-UA-Compatible™ IE=edge">
dth, initial-scale=1

>

» maximum-scale=1">»

>

>

class="entry-title text-center">Data Access Form</hl>

"ct-ultimate-gdpr-container container™>

In init file, you are initializing plugin and where you can change plugin options.

4 Chapter 1. Ultimate GDPR Plugin




CHAPTER 2

How to

2.1 Customization

When plugin is added to the page, it starts to block all cookies until user accepts cookies. Group cookies from the
group chosen will be accepted, all other cookies will be blocked.

2.1.1 Cookies Management

Cookies Management have 2 modes to choose from: Simple Mode or Group Mode
1) Simple Mode - In this mode, all cookies are allowed after cookies consent is accepted.

2) Group Mode - In this mode, there are configurable groups of cookies that the admin can set what cookies are
in the group. The site users can choose which group of cookies he wants to allow to gather data.

2.1.2 Cookies Style

* Popup Style - To change how the popup is styled, you can change it in: _dev > assets > js > init.js

ct_$( html").ultimateGDPR({

Cookies To make this site work properly, we

sometimes place small data files called : 'top-right’,

: "28px’
cookies on your device. Most big websites do - _p_ P
) box_style: ‘'classic’,
this too. box_shape: 'rounded’,
Accept R background_color: "#fff584°,

text_color: '#542de4°,
button_shape: 'rounded’,

Change Settings button_color: '#elelel’,
button_size: "normal’,
gear_icon_position: 'top-right’,
gear_icon_ceolor: "#008020@°,
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* Box Skin - To change skin of the popup, you can change it in: _dev > assets > js > init.js

* Gear Icon - To change the color and position of the gear icon, you can change it in: _dev > assets > js > init.js

ct_$(*html').ultimateGDPR({
S
{

_style
box_shape:
background_color: ‘#fff584°,

text_color: '#542d04’,
*rounded”,
‘delelel’,
normal’,
: ‘top-right’,

2.1.3 Popup Settings

Privacy settings x

s no longer being

help functior

With the slider, you can enable or disable different
types of cookies:

v & Lt =

Essential Functionality Analytics Advertising

This website will

* cookies_groups_design - Here you can select skin for cookies group select.

* assets_path - With this option you can define absolute path to assets.

* parent_container - append this plugin to this parent container element.
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» always_show - When this option is set to ‘true’, the popup will always show even when consent is
given.

« gear_display - When this option is set to ‘true’, this option will show the gear icon for the cookie
settings.

* popup_text - Text description inside the popup.

¢ popup_title - Title for popup.

» accept_button_text - Text for the accept button.

¢ read_button_text - Text for the read more button.

¢ read_more_link - URL for where link redirects to.

» advenced_button_text - Text for the cookie settings button.

* grouped_popup - When this option is set to ‘true’, Group Mode is activated.

popup_text —= Cookies To make this site work properly, we
sometimes place small data files called
cookies on your device. Most big websites do

this too.
=100 read_button_text

accept_button_text ———pe Accept > ReadMore

advenced_button_tex! g Change Settings

 default_group - This will be the default active group selected when the cookie consent is given.
* content_before_slider - Text at the top of the cookie settings. HTML is allowed.

» accepted_text - Text for the title of the cookie descriptions in the left side of the cookie settings.
¢ declined_text - Text for the title of the cookie descriptions in the right side of the cookie settings.

 save_btn - Text inside the button to save/close the cookie settings.
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content_before_slider

Privacy settings

Vou can thangs fhese SETRgS & any Fime. How

LEARN MORE ABOUT THE COOKIES WE USE

With the slider, you can enable or disable different types of cookies:

declined_text

This website won't:

= Koep track af

accepted_text

Essential: Aemiem)

ited pages and interactian

Essential: Allow se

essential: Gather inform Input Into a contact farms, analytics: Keep track about your location and region based on

newsletter and other far
Ezzential: Keap track of v

T INpUt IR ShopRNg cart

Easential: Autharibcs o are Igged Inte yaur user

sccount Adwertising Use Infarmation for tallored adwertising with thind

Essential: Aemamiber language version you selected

partias
Functianality: Remamber socal medis samings Agvertising: Allow U to connect to sacial she

Functianality: Remember selammed reglon and country

Advertsing ldensif

/Ol ATE USING

Advertising Gather persanally identifiable Infarmation such as

name and location

save btn

* prevent_cookies_on_document_write - Prevent cookies on document write when there is no agree-

ment for cookies.

* check_country - Check if the IP of the user is from EU countries and only show the cookie consent

in these countries.

* cookies_expire_time - Set number of days cookie is saved. 0 if you want cookies destroyed when

browser is closed, or unlimited for forever.

 cookies_path - Set custom path. / for global, your_path for custom path, or current for current

path.

* countries_prefixes - Abbreviation of the EU countries that the cookie consent is shown.

¢ reset_link_selector -

2.1.4 Cookie Whitelist

Note: Whitelist cookies are cookies that are allowed even if you choose to Block all cookies in the site.
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You can tings at any time. , this can result in some
tions no longer being : lable. For information on deleting the cock e consult your brow: *s help
on.</p> <span>Learn more about the cockies we us / >With the slider, you can enab or
disable different types of cookies:</h3>",

accepted_text: 'This website will:
declined text: "This website won't:
save_btn: "Save & Close’,
prevent_cookies_on_document_write: true
check_country: fz I
countries_prefixes: ['AT', 'BE', °'BG", 'HR", 'CY', 'CZ", 'DK', 'EE", °'FI', 'FR', 'DE', 'GR", °HU", "IE*, "IT", ‘LV', '
LT", "LU*, *MT", 'NL*, 'PL’, °PT', "RO", 'SK', 'SI', 'ES', 'SE", 'GB'],
reset link selector: '.ct-uGdpr-reset®,
first party cookies whitelist: [ -ultimate-jquery-cookie®],
third_party cookies whitelist: [ https://maps.googleapis.com*'],
cookies_groups: {
group 1: {
name: °
enable:
~ cookie permission setting', 'Allow session cock ', "Gather information you input into
newsletter and other for cross all pages’, ep track of what you input in shopping
‘Authenticate that you are logged into your user account Remember language version you selected’]

> BEE

blocked_url: [],
oc g O i

* first_party_cookies_whitelist - List of first party cookies that will be allowed.
First party cookies are cookies generated by your site.
* third_party_cookies_whitelist - List of third party cookies that will be allowed.
Third party cookies generated from the third party’s site is allowed despite the group choice.

To add the third party cookies in the whitelist, add the sites script.

Example:

third_party_cookies_whitelist: ['https://maps.googleapis.com*', 'https://www.
—youtube.com'],

Example for Invisible recaptcha:

third_party_cookies_whitelist: ['https://www.google.com/recaptchax', "https://
SWWw.gstatic.com/recaptchax'],

2.1.5 Group Settings

* name - Name for the group.
* enable - Set to true/false, disable/enable this group.
* icon - Class for icon from font awesome collection.

e list - Array list of text for the options for this group.

blocked_url - Array of scripts’ URLS for the cookies that you want to unblock. It’s for 3rd party cookies, this
is an array with list of scripts links. When user accept for this group, all cookies created with scripts from this
list will be created.

Note: Sample format on adding the scripts:
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Company

4Finance

Amazon Ad System

DigiTrust

Google Inc.

Lotame Solutions, Inc.

Mail.ru

Microsoft Advertising

Mew Relic Inc.

OnAudience.com

Qutbrain

Salesforce

SiteLock

TrustArc (formerly
TRUSTe)

Vimeo

Domain

rtb. 4finance.com

storygize net

digitru.st

google.com

crwdcntrl.net

mail.ru

bat.bing.com, bing.com

nr-data.net

onaudience.com

outbrain.com

force.com

shield_sitelock.com, sitelock.com

consent-pref trustarc.com, prefmgr-cookie truste-svc.net

Vimeo.com

* local_cookies_names - Array of local cookies names to be unblocked. It’s for 1st party cookies ONLY but it
works similarly as url list. When user will choose this group cookies from this list will be allowed on the site.

Note: Cookies must be added to groups to be able to accept and allow cookies. The cookie groups uses a slider to
choose which group/s you would like to allow in the site. The cookies in the group that is in the slider’s border are
allowed in the site.
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Privacy settings x

Decide which cookies you want to allow.

You can change these settings at any time. However, this can result in some functions no longer being available. For

information on deleting the cookies, please consult your browser’s help function.

LEARN MORE ABOUT THE COOKIES WE USE.

With the slider, you can enable or disable different types of cookies:

v i

Essentia Functionality

-

Lt —

Analytics Advertising

This website will:
Essential: Remember your cockie permission setting
Essential: Allow session cockies
Essential: Gather infermation you input into a contact forms,
newsletter and other forms across all pages
Essential: Keep track of what you input in shopping cart
Essential: Authenticate that you are logged into your user
account
Essential: Remember language version you selected
Functionality: Remember social media settings

Functionality: Remember selected region and country

This website won't:

Analytics: Keep track of your visited pages and interaction
taken

Analytics: Keep track about your location and regicn based on
your IP number

Analytics: Keep track on the time spent on each page
Analytics: Increase the data quality of the statistics functions
Advertising: Use information for tailored advertising with third
parties

Advertising: Allow you to connect to social sites

Advertising: Identify device you are using

Advertising: Gather personally identifiable information such as

name and location

An example is Google Analytics Tracking in group 3:

When the user wants to allow Google Analytics Tracking, user should choose the 3rd group or above for

it to be allowed.

2.1.6 Geolocation

* check_country - Set to true/false, to activate/deactivate the geolocation of the plugin.

 countries_prefixes - The array for the countries that the plugin is set to work.

Note: If Geolocation is activated, the plugin will only work for people that are connecting from the countries that are

2.1. Customization
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set in the array.

save_btn: "Save & Close’,
prevent_cookies_on_document_write:

check_country: -

countries_prefixes: ["AT', 'BE" ', 'EE*, 'FI', 'FR", 'DE’, ", 'HU', "IE", 'IT"
y 'LV, CLTY, "LUT, C"MTY, { 'SIT, "ES', 'SE', 'GB'],

cookles_groups: q
group_1: {

name: "Essential’,

enable:

icon: "fas fa-check’,

list: [° ember your cookie permission setting', "Allow session cooki N ather information you
input into a contact forms, newsletter and other forms across all pages', 'Keep track of what
you input in shopping cart’, "Authenticate that you are logged into your user account’,

2.1.7 Forms

 prevent_forms_send - When this option is set to ‘true’, forms will get a checkbox with information that need
to be checked before it can send the form.

* prevent_forms_text - Text that will be written beside the checkbox.

 prevent_forms_exclude - Array of classes and id, Forms that are added in the array are excluded to have this
checkbox.

Przesl]
Email address

prevent forms_text
I I consent to the storage of my data according to the Privacy Full::yl e checkbox for consent

Przeslij

2.1.8 Cookie Config

* on - Set to true/false, to activate/deactivate the cookie config.

* parametr - The parameter to add in the URL to access cookie config modal.

prevent_forms_text: "I consent to the storage of my data according to the Privacy Policy’,

prevent_forms_exclude: [],

>
configure mode: {
on:
paramet| configurel23456°,
dependencies: | "https://stackpath.bootstrapcdn.com/bootstrap/3.3.7/css/bootstr: in. 3 ‘assets/css/

e-gdpr.min.css’, ‘'https://use.fontawesome.com/rel
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2.1.9 Dependencies

* dependencies - Array of dependencies that will be included on the page by GDPR plugin.

2.1.10 Debug

* debug - Set to true/false, to activate/deactivate debug mode.

When this option is activated, plugin comes into debug mode which means that in console we can see:
* 1st party cookie names (local cookies)
* 3rd party cookies urls

¢ blocked urls

2.2 Cookie Scanner

2.2.1 Activation

To use the Cookie Scanner you need to add the License Number for the plugin.
To add License Number you need to activate the Cookie Config in init.js file.

To run config mode, go to the init.js file and set config mode to true.

prevent_forms_text: ‘I consent to the storage of my data according to the Privacy Policy',

prevent_forms_exclude: [],

1
R
7

configure mode: {
on: true,
parametr: "?configurel23456’,
dependencies: | "https://stackpath.bootstrapcdn.com/bootstrap/3. ‘css/bootstrap.min ', ‘assets/css/

ct-ul e-gdpr.min.cs https://use.fontawesome.com/rele . 11.css’

debug:

Once you activated config mode, go to your site and add the parameter in the URL for you to see the cookie config
modal.

You will see the area where you can add the license number.
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Ultimate GDPR Compliance Toolkit for HTML, Release 1.5

€& - C |0 samplecom?configura123456

Please select option:

Please enter here your license number:

12:19:19: We were unable to process your request. Please make sure that your site is
publicly available and try again.

Cookie list Add your own cookie list

Note: For now, anonymous scan is still active and cookie scanner will work without adding a license key.

Main cookies options:

12:32:27: It seems that you're not sending us your license key. It's OK for now, but soon we'll disable anonymous scans.
In the future please make sure to fill in license field.

2.3 Use Cookie Config

To run config mode, go to the init.js file and set config mode to true.

Set a parameter to access the config modal, example is ‘?configurel23456°.
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prevent forms_text: 'I consent to the storage of my data according to the Privacy Policy',

prevent_forms_exclude: [],

configure mode: {

on: B
parametr: "?configurel23
dependenc | "https://stackpath.boots pcdn.com/bootstrap/

y trap.min. ‘assetsfcss/
ct-ultimate-gdpr.min. "https://use.fontawesome.com/rel .9. all.

debug: i

Once you activated config mode, go to your site and add the parameter in the URL for you to see the cookie config

modal:

& > C |0 samplecomico

Please select option:

Cookie list Add your own cookie list

Note: You will be ask for your License number if not set already.

Please select option:

Please enter here your license number:

I

12:19:19: We were unable to process your request. Please make sure that your site |

publicly available and try again.

Cookie list Add your own cookie list
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You can configure the cookies that are accepted and not here.
¢ Step 1) Main cookies options:

Here you can edit, add or delete the cookies that are set in a cookie group.

Main cookies options:

group_1

Group name

Essential
Enable this group?

List of cookies functions

Remember your cookie permission setting @

Allow session cookies @

Gather information you input into a contact forms, newsletter and other forms across all pages @
Keep track of what you input in shopping cart @

Authenticate that you are lagged into your user account @

Remember language version you selected €

List of blocked external cookies

http:/iget.exitintel. comiload jsPexitintelAccount=371 @

List of blocked local cookies

lcon class, please go to https://fontawesome.com/ and choose icon class, you can use another font set but you must add them
a5 a dependency

fas fa-check

group_2

Group name

Functionality
Enable this group?

List of cookies functions

Remember social media settiings @
Remember selected region and country €@

List of blocked external cookies

List of blocked local cookies

* Step 2) Style options:
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— Here you can customize the look of the cookie popup, gear icon, location of the popup or the
gear, and customize the button.

Style options:
Position of popup box
bottom-left v

Distance between

20px

Style of popup box

classic v

Shape of popup box

rounded v

Background color for popup box

Popup box text color

Popup box buttons shape

squared v

Buttons color for popup box

Buttons size

normal v

Gear icon position

top-left v

Gear icon color

Previous Step Next Step

* Step 3) Content options:
— Here you can add/edit the contents in cookie popup, cookie settings, and cookie modal.

— You can also limit the countries that can use this feature.

2.3. Use Cookie Config 17
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Content options:

4 Always show popup box
# Show gear

Text in popup box

Cookies To make this site work properly, we sometimes place small data files called cookies on your device, Most big websites do
this too.

Text for accept button
Accept

Text for read more button
Read More

Link for read more button
#

Text for advenced button
Change Settings

4 Display groups in popup

Default group of cookies

group_2

Content displayed before groups in modal window

L - b = e =~ e b iy ~ el e
informa on deleting the cookies, please consult your b > <span>Learn more about the cookies we
use.</span=</div=<h3=With the slider, you can enable or disable different types of cookies:</h3=

i

Text for used options

This website will:
Text for not used options
This website won't:
Text for save button
Save & Close
Prevent cookies created with document.write() when there is no agreement for cookies
Display popup only in some of the countries

List of countries, use prefixes example: UK, FR

* Step 4) Configuration options:

Here you can activate/deactivate the option to add a checkbox for confirmation in forms that
sends user information, add/edit the forms where checkbox for form confirmation is needed, and
the text to display as confirmation information.

Add/delete dependencies.
Set the string parameter used to access config modal.

Activate/deactivate debug mode.

18
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Configuration options:

(] This option add checkbox for all forms with information about Privacy policy

List of classes and id, this forms will be excluded from form preventing

Information that will be displayed with checkbox

| consent to the storage of my data according to the Privacy Policy
[l On/off for this mode
List of dependencies, be carfeoul when you delete default dependencie plugin may not work

https://stackpath.bootstrapcdn.com/bootstrap/3.3.7/css/bootstrap.min.css @
assets/css/ct-ultimate-gdpr.min.css @
https:/fuse.fontawesome.com/releases/vs.0.13/css/all.css €@

String that is used to enter configuration manager when he is on

rconfigure123456

[} Plugin debug mode, for advenced users only

Previous Step

When you finished configuring, You well see the code that needs to be added in your init.js with the configurations

that are made.

2.3. Use Cookie Config
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Configuration Finished:

Please paste this code into init.js:

ct_$("html").ultimateGDPR({"popup_style": {"position":"bottom-left","distance":"2@px","box_styl
e":"classic","box_shape":"rounded","background_color”:"#fffs524", “text_color":"#542d@4", "button_shap
e":"squared","button_color":"#elelel","button_size":"normal”,"gear_icon_position":"top-left", "gear_
icon_color":"#000800" ), "popup_options": {"always_show":false,"gear_display":false, "popup_text":"Cook
ies To make this site work properly, we sometimes place small data files called cookies on your dewv

ice. Most big websites do this too.","accept_button_text":"Accept","read_button_text":"Read Mor
e","read_more_link":"","advenced_button_text":"Change Settings","grouped_popup":false,"default_grou
p":"group_2","content_before_slider":"<h2=Privacy settings</h2=<div class=\"ct-ultimate-gdpr-cookie
-modal-desc\ "=<p=Decide which cookies you want to allew.</p=<p=You can change these settings at any
time. However, this can result in some functions no lenger being available. For information on dele
ting the cookies, please consult your browser's help function.</p= <span=Learn more about the cooki
es we use.</span=</div=<h3=With the slider, you can enable or disable different types of cookies:</
h3=","accepted_text":"This website will:","declined_text":"This website won't:","save_btn":"Save &
Close","prevent_cookies_on_document_write":false,"check_country":false, "countries_prefixes":["A

T, "BE","BG","HR","CY","CZ","DK","EE","FI","FR","DE","GR", "HU", "IE", "IT","LV","LT","LU", "MT","N
L","pL","PT","RO","SK" ,"SI" ,"ES","SE","GB"],"cookies_groups": {"group_1":{"name":"Essential","enabl
e":false,"icon":"fas fa—check","1list": ["Remember your cookie permission setting","Allow session coo
kies","Gather information you input into a contact forms, newsletter and other forms across all pag
es","Keep track of what you input in shopping cart","Authenticate that you are logged into your use

r account","Remember language version you selected"],"blocked_url":["http://get.exitintel.com/load.

js?exitintelAccount=371"]," local_cookies_name":[]1},"group_2":{"name":"Functionality","enable":fals
e,"icon":"fas fa—cog","list":["Remember social media settings","Remember selected region and countr
y"1,"blocked_url": [1,"local_cookies_name": [1},"group_3":{"name":"Analytics","enable":false,"ico
n":"fas fa—chart-bar","list": ["Keep track of your visited pages and interaction taken","Keep track

about your location and region based on your IP number","Keep track on the time spent en each pag
e","Increase the data quality of the statistics functions"],"blocked_url":[],"local_cockies_name":
[1},"group_4":{"name":"Advertising","enable": false,"icon":"fas fa—exchange—alt", "list":["Use inform
ation for tailored advertising with third parties","Allow you to connect to social sites","Identify
device you are using","Gather personally identifiable information such as name and location"],"bloc
ked_url":[1,"local_cookies_name":[1}}},"forms":{"prevent_forms_send":false,"prevent_forms_text":"I
consent to the storage of my data according to the Privacy Policy","prevent_forms_exclude": []1},"con
figure_mode":{"on":false,"parametr":"?configurel23456", "dependencies": ["https://stackpath.bootstrap

cdn.com/bootstrap/3.3.7/css/bootstrap.min.css", "assets/css/ct—ultimate—gdpr.min.css", "https://use.f
ontawesome, com/releases/v5.8.13/css/all.css"], "debug”: falsell);

Copy the code then go to init.js file. Highlight all codes in init.js then paste the code to replace the old code with the
new code w/ configurations.

2.4 Get List of Cookies

To know what URLSs of scripts that makes cookies, Page Administrator should enable debug mode. You can enable
debug in the init.js file.

Ts

forms: |
prevent_forms_send: true, // true, folse, when enabled forms get checkbox with info that need to be checked for form send
prevent_forms_text: 'I consent to the storage of my data according to the Privacy Policy', // string: information for checkbox inf
prevent_forms_exclude: ["'], // array of selectors (classes, id), this forms will be excluded from prevemt

Is

dependencies: ['https://stackpath.bootstrapcdn.com/bootstraps/3.3.7/css/bootstrap.min.css®, 'assets/css/ct-ultimate-gdpr.min.css',

"https://use.fontawesome.com/releases/v5.8.13/css/all.css" ],

debug: true, // bool: true false, debug mode on/off (showing all 3rd party cookies urls, blockes urls names of all Local cookies and

nomes of blocked Local cookies )

rls
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Go to the page with open developer console. You will see urls of scripts that makes cookies:

ct-ultimate-gdpr.js:

http://get.exitintel.com/load.j

[ultimate gdpr] cookie blocked: http://get.exitintel.com/load.js?exitintelAccount=371 ct-ultimate-gdpr.js:
Failed to load resource: net::ERR_BLOCKED_BY_CLIENT googleads.g.doubleclick.net/pagead
Failed to load resource: net::ERR_BLOCKED BY_CLIENT stat

Failed to leoad resource: the server responded with a status of 484 (Mot Found)

https://maps.googleapis. com/maps-api-v3/api/js/33/1/intl/pl ALL/common.js|

[ultimate gdpr] cookie blocked: https://maps.googleapis.com/maps-api-v3/api/js/33/1/intl/pl ALL/co ct-ultimate-gdpr.js:16@
s

ct-ultimate-gdpr.js:149

https://maps.googleapis. com/maps-api-v3/api/js/33/1/intl/pl ALL/util.]s

[ultimate gdpr] cookie blocked: https://maps.googleapis.com/maps-api-v3/api/js/33/1/int1/pl ALL/ut ct-ultimate-gdpr.js:168
il.is

ct-ultimate-gdpr.js:149

hitps://maps.googleapis.com/maps-api-v3/api/js/33/1/intl/pl ALl /stats.]s

»XHR finished loading: POST "https:/ voutube. com/youtubei/vl/log. ver.js:346
1251qUBQ4STEHLGCilw Y9 11qckB".
»XHR finished loading: POST "htt L voutube. com/youtubei/vl/log. ver.js:346

SyAQ FJ251gUBQ4STEHLGCilw Y9 11gck8™. ]
@ »GET https://googlesds.g.doubleclick.net/pagead/id @ ()

»¥HR failed loading: GET "https://googleads.g.doubleclick.net/pagead/id".
@ »GET https://googlesds.g.doubleclick.net/pagead/id @ ()

B XHR failed loading: GET "https://googleads.g.doubleclick.net/pagead/id".

You should categorize this information into groups in plugin settings. Once you are done turn off debug mode.

— o ® top v Filter Default levels ¥ ¥ Group similar 7

[ultimate gdpr] Local cookie name: gdprPluginGroup ct-ultimate-gdp!
[ultimate gdpr] Local cookie name: gdprPlugin ct-ultimate-gdp!
ct-ultimate-gdpr.:

http://ge xitintel.com/load. js?exitintelAccount=37]

»XHR finished loading: GET "http://localhost:3888/browser-sync/socket.io/2ET0=38transport= browser-sync-clie

[ultimate gdpr] Local cookie name: group_1 ct-ultimate-gdpr
[ultimate gdpr] Local cookie name: group_2 ct-ultimate-gdpr.js: 327
[ultimate gdpr] Local cookie name: group_3 ct-ultimate-gdpr.js:327
[ultimate gdpr] Local cookie name: group_4 ct-ultimate-

[ultimate gdpr] cookie blocked: http://get.exitintel.com/load.js?exitintelAccount=371 ct-ultimate-gdpr.js:155

polling@t=HECCU-1".

B XHR finished loadin

: POST "hittp://localhost:3688/br -sync-client

er-sync/socket.io/2EID=3&transport bro

=polling&t CCU-Wasid yB1E3ngPmhAAA]

P XHR finished loading: GET "http://localhost:3868/browser-sync/socket.io/2ET0=3&transport= browser-sync-client.js?v=2.24.4:9

ECCU-ag&sid=UkpXcFyBlE3ngPmhAMAAT™" .
: POST "http://localhost: 3808/ broy

pollingds
B XHR finished loadin

er-sync/socket.io/2ET0=3&transport browser-sync-client.js?v=2.24.4:9

=polling&t CCWBMESid=UkpXcl
B XHR finished loadin

3ngPmhAAAT".
GET "http://localhost:3888/browser-sync/socket.io/?EI0=3&transport= browser-sync-client.jsdv

polling&t=MECCVEM.B&s UkpXcFyBlE3ngPmhAAAT" .
© PGEET b g.doubleclick.net/pagead/id @ ()

#¥HR i tps://googleads.g.doubleclick.net/pagead/id™” .

@ P GET https://static.doubleclick.net/instream/ad status.is @ () www-embed-plaver.is: 373

2.5 Sample init.js Code

ct_$('html') .ultimateGDPR ({
popup_style: {

position: 'top-right', // bottom-left, bottom-right, bottom-panel, top-left, top-

—right, top-panel
distance: '20px', // distance betwen popup and window border
box_style: 'classic', // classic, modern
box_shape: 'rounded', // rounded, squared

(continues on next page)
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(continued from previous page)

background_color: '#fff584', // color in hex
text_color: '#542d04', // color in hex

button_shape: 'rounded', // squared, rounded
button_color: '#elelel', // color in hex
button_size: 'normal', // normal, large

box_skin: 'skin-dark-theme', // skin-default-theme, skin-dark-theme, skin-light-
—theme

gear_icon_position: 'bottom-left', // top-left, top-center, top-right, center-
—~left, center-right, bottom-left, bottom-center, bottom-right

gear_icon_color: '#ff7e27', //color in hex
}I
popup_options: {

parent_container: 'body', // append plugin html to this element selector

always_show: true, // true, false, when true popup is displayed always even when_,
—consent 1is given

gear_display: true, // true, false when true displays icon with cookie settings

popup_title: 'Cookies Information', // title for popup

popup_text: 'To make this site work properly, we sometimes place small data files,
—called cookies on your device. Most big websites do this too.', // text for popup

accept_button_text: 'Accept', // string, text for accept button

read_button_text: 'Read More', // string, text for read more button

read_more_link: '', // string, link to the Read More page

advenced_button_text: 'Change Settings', // string, text for advenced button

grouped_popup: true, // true, false, when true cookies are grouped

default_group: 'group_2', // string: name, select group that will be selected by,
—default

content_before_slider: '<h2>Privacy settings</h2><div class="ct-ultimate-gdpr—
—cookie-modal-desc"><p>Decide which cookies you want to allow.</p><p>You can change_,
—these settings at any time. However, this can result in some functions no longer,
—being available. For information on deleting the cookies, please consult your,
—browser’s help function.</p> <span>Learn more about the cookies we use.</span></div>
—<h3>With the slider, you can enable or disable different types of cookies:</h3>"',

// string: this content will be displayed before cookies slider, html tags alowed

accepted_text: 'This website will:',

declined_text: "This website won't:",

save_btn: 'Save & Close', // string, text for modal close btn

prevent_cookies_on_document_write: true, // prevent cookies on document write_,
—when there is no agreement for cookies

check_country: false,

cookies_expire_time: 30, // set number of days, you can use (0 for session only or
—'unlimited'

cookies_path: '/', // sets custom path use / for global, '/your_path' for custom_
—path or 'current' for current path

countries_prefixes: ['AT', 'BE', 'BG', 'HR', 'CY', 'Cz', 'DK', 'EE', 'FI', 'FR',
—~'DE', 'GR', 'HU', 'IE', 'IT', 'LV', 'LT', 'LU', 'MT', 'NL', 'PL', 'PT', 'RO', 'SK',
~'sI', 'ES', 'SE', 'GB'],

reset_link_selector: '.ct-uGdpr-reset',
first_party_cookies_whitelist: [],
third_party_cookies_whitelist: [],
cookies_groups_design: 'skin-1', // skin-1, skin-2, skin-3
assets_path : '/assets', // absolute path to directory with assets
cookies_groups: {
group_1l: {
name: 'Essential', // string: name
enable: true, // true, false, you can disable this group by using false
icon: 'fas fa-check', // string icon class from font-awesome see -> http:/

—/fontawesome. 1o

(continues on next page)
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(continued from previous page)

list: ['Remember your cookie permission setting', 'Allow session cookies',
— 'Gather information you input into a contact forms, newsletter and other forms_
—across all pages', 'Keep track of what you input in shopping cart', 'Authenticate,
—that you are logged into your user account', 'Remember language version you selected
—~'1, // array list of options

blocked_url: ['http://get.exitintel.com/load.js?exitintelAccount=371"'], //
— array list of url blocked scripts
local_cookies_name: [], // array, list of local cookies names
}I
group_2: |
name: 'Functionality', // string: name
enable: true, // true, false, you can disable this group by using false
icon: 'fas fa-cog', // string icon class from font—-awesome see —> http://

—fontawesome. 10
list: ['Remember social media settings', 'Remember selected region and,

—country', ],
blocked_url: [], // array list of url blocked scripts
local_cookies_name: [], // array, list of local cookies names
}I
group_3: {
name: 'Analytics', // string: name
enable: true, // true, false, you can disable this group by using false
icon: 'fas fa-chart-bar', // string icon class from font-awesome see —>_,
—http://fontawesome. io
list: ['Keep track of your visited pages and interaction taken', 'Keep,,
—track about your location and region based on your IP number', 'Keep track on the_
—time spent on each page', 'Increase the data quality of the statistics functions'],
blocked_url: [], // array list of url blocked scripts
local_cookies_name: [], // array, list of local cookies names
}I
group_4: {
name: 'Advertising', // string: name
enable: true, // true, false, you can disable this group by using false
icon: 'fas fa-exchange-alt', // string icon class from font-awesome see —>
— http://fontawesome. io
list: ['Use information for tailored advertising with third parties’,
—~'Allow you to connect to social sites', 'Identify device you are using', 'Gather_
—personally identifiable information such as name and location'],
blocked_url: []1, // array list of url blocked scripts
local_cookies_name: [], // array, list of local cookies names

}I

}I
}I
forms: {

prevent_forms_send: true, // true, false, when enabled forms get checkbox with,_,
—info that need to be checked for form send

prevent_forms_text: 'I consent to the storage of my data according to the Privacy,,
—Policy', // string: information for checkbox info

prevent_forms_exclude: [1, // array of selectors (classes, 1id), this forms will_,
—be excluded from prevent
}I
configure_mode: {

on: true,

parametr: '?configurel23456',

dependencies: ['https://stackpath.bootstrapcdn.com/bootstrap/3.3.7/css/bootstrap.
—min.css', 'assets/css/ct-ultimate-gdpr.min.css', 'https://use.fontawesome.com/
—~releases/v5.0.13/css/all.css'],

(continues on next page)
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(continued from previous page)

debug: false, // bool: true false,

—cookies urls,
—cookies )

}

}) i

blockes urls

names of all local

debug mode on/off (showing all 3rd party,,

cookies and names of blocked local_,
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CHAPTER 3

Issues

3.1 Common Issue

3.1.1 Icons are not loaded properly

Icons are displayed using the Font Awesome library, which in our script is loaded from external server.

When testing the Demo without internet access, icons won’t load because there is no connection to the
server of this library.

To avoid problems for local testing, you can add the CDN script to your local directory. To do that:

* First, remove the array item in the init.js for the fontawesome cdn.

PreveriL_Torms_exciuue: | |,

1

I
configure_mode: {

" ?configurel23456°,
[ 'https://stacl . strapcdn.com/bootstrap/3. Vi i . 'assets/css/
ultimate-gdpr.min ! 2/ fontawesome. com/rel

* Go to fontawesome.com then download the free package for fontawesome.

 Extract the file, then go into web-fonts-with-css folder. Copy the content and folder of this folder
and paste into the asset path:

fontawesome-free-5.0.13\web-fonts-with-css |3/ [ Search web-fonts-with-css )

~
Name Date modified Type Size

I css

~

File folder I‘-— 1) Copy content of folder

less File folder

s5Cs5 File folder
9 | webfonts Filefolder | =& 2) Copy folder
Hi¢

(E)
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1) Paste the content in assets > css

E:\Themes & Pluins\Demo\assets\css ~ | o
~ MName Date modified Type Size
3| ct-ultimate-gdpr 06/06/2018 %:07 AM  Cascading Style S... 20KB
ct-ultimate-gdpr.min 2018 %07 AM  Cascading Style S... 18 KB
fa-brands /2018 3:03 PM  Cascading Style 5. 1KB
| fa-brands.min 2018 203 PM  Cascading Style S... 1KB
e fa-regular Cascading Style 5. 1KB
B fa-regular.min Cascading Style 5... 1KB
- fa-solid /2018 3:03 PM Cascading Style 5. 1KB
d
g fa-solid.min 2018 203 PM  Cascading Style S... 1KB
fontawesome /2018 3:03 PM  Cascading Style 5. 45 KB
fontawesome.min 2018 203 PM  Cascading Style S... 39 KB
ilti fontawesome-all Cascading Style 5... 51 KB
fontawesome-all.min Cascading Style 5... 41 KB
- jquery-ui Cascading Style 5... 20 KB
jquery-ui.min Cascading Style 5... 17 KB
2) Paste folder in assets folder
E:\Themes & Pluins\Demo\assets
Fa
] Narme Date modified v Type
css 11/06/20128 3:04 PM  File folder
form 06,06/, AM  File folder
js 06/06/ 9:07 AM  File folder
) | | webfonts 11/06/2018 253 PM  File folder |
Hif

* Attach css file in the html file with the proper path.

ets/js/ct-ultimate-gdpr.js"></

ets/is/init.is">»</
/fontawesome-all

» Save the changes.

26

Chapter 3. Issues



	Ultimate GDPR Plugin
	General Information
	Support
	Installation

	How to
	Customization
	Cookie Scanner
	Use Cookie Config
	Get List of Cookies
	Sample init.js Code

	Issues
	Common Issue


